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* New mobile network capabilities

e Historical evolution of 5G core
e Service-based architecture
 Network exposure function

 Open Gateway interface
* GSMA
* (Camara Project

* Use cases
* Open-source
* Brasil operator



New mobile network capabilities

e Operators will not survive by selling only the transmission of
bits

 They need to offer new services using the information they
have about their customers and your network infrastructure

How and where can Telcos innovate?
How can this be done?



Historical evolution of 5G core

Strongly based on specialized Greater use of general-purpose
hardware and software hardware and a service-based paradigm
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Service-based architecture

* From Release 15, the 5G core is based on service

* RAN follows the same approach, considering the O-RAN alliance

SBI
(HTTP/JSON)



Network exposure function

* Exposing the internal capabilities of
the mobile operators as new
services to third parties

EXPOSING NEW SERVICES

A NEF access interface opens,
creating new business
opportunities for service mobile
operators

OPERATO

* The benefits of NEF are also to
optimize resource allocation and
improve network efficiency




Network exposure function

* Release 15 (Introduction)

e NEF was introduced as a ‘ Applications ‘
core element of the 5G Northbound AP
architecture, oriented to I TS 29.522
events NEF

* Provides secure, « Event exposure
controlled, standardized * Traffic/QoS
exposure of network * Auth/Policy

capabilities

* Define the network
northbound exposure AMF  SMF  PCF UPF
(Nnef) for the 5G core



Network exposure function

‘ Application verticals ‘

Release 16 (Expansion)

* Introduce the Common API Framework 1 Discovery, auth, auditory
(CAPIF) for exposing functions to
discovery, authorization, and auditing ‘ CAPIF ‘

. Enhanc;g the NEF southbound serviges, ¢ Northbound APl TS 29.522
formalizing Nnef Event Exposure using
Subscribe and Notify for architecture, NEF

operation, and data model
Internal services

* Release 17 (Expansion) © e BessuE
* Non-new internal blocks * Security/Policy
* Introduce Application Enabler Layer APIs * Subscription
. . Mgmt
e Service Enabler Architecture Layer 2

(SEAL) for Verticals — EdgeApp,
V2Xapp, etc. I Southbound API using SBI

AMF SMF PCF UPF

<€ T529.591




Network exposure function

‘ Application verticals ‘

* Release 18 and 19 (5G advanced)

e New services — NEF as a 1 Discovery, auth, auditory

service catalog for exposure ‘ CAPIE ‘
e Traffic Influence Data, Edge
Computing Service address, Data ¢ Northbound API TS 29.522
Network Access Identifier mapping,
etc. NEF
* New capabilities for use cases — Service catalog
Energy, resource allocation S
efficiency, sustainability, Ambient . Trafficl fp <= TS5 29.591
Internet of Things (A-1oT) ramie!
_ * ECSAddress
* Enhance as a Security Assurance Security/SCAS
Specification (SCAS) — TLS and

validation of the Application
functions I Southbound API using SBI

AMF  SMF  PCF  UPF



Network exposure function
Third-party marketplace

Standard Network APIs

v v v
‘ RAN |(—)| EDGE |(—)| Transport

Network Capabilities — Telco A




Open Gateway interface

 NEF was designed to expose the capabilities of a single operator

e Customers, DevOps teams, tenants, and so on need to access
these capabilities across multiple operators
* For example, a fintech may want to verify a customer's
authenticity regardless of which operator they use

How can this be achieved?

Customers
DevOps
Tenants
APls Open Gateway
Telco A Telco B Telco C Telco D
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Open Gateway interface

 Open Gateway is a GSMA global initiative that enables mobile
networks to function as open platforms, making telecom
capabilities accessible to developers

* |t focuses on simple integration, clear and consistent
interfaces, straightforward coding, strong privacy and
consent controls, and a broad portfolio of standardized APIs

Telco A
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Customers Telco B

DevOps D %
Tenants

Telco
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CA M A RA p rOJ e Ct https://camaraproject.org/

https://github.com/camaraproject

* The CAMARA project is an open-source initiative hosted by
the Linux Foundation in partnership with the GSMA

e |ts purpose is to drive the creation, evolution, and testing of
user-facing APlIs

Fall25 Spring25 Fall24

(1)(2) API Name Version Version Version Repository

device-reachability-status 1.1.0 1.0.0 0.6.1 DeviceReachabilityStatus

APIS Catalog device-roaming-status 1.1.0 1.0.0 0.6.1 DeviceRoamingStatus

° Commu nications location-verification 3.0.0 2.0.0 1.0.0 DeviceLocation

° Connectivity number-verification 21.0 2.0.0 1.0.0 NumberVerification

° |d e ntlty ET;I:RA one-time-password-sms 1.1.1 1.1.0 1.0.0 OTPValidation

° Payments APls qos-profiles 1.1.0 1.0.0 0.11.1 QualityOnDemand

° FraUd quality-on-demand 1.1.0 1.0.0 0.111 QualityOnDemand
sim-swap 2.1.0 2.0.0 1.0.0 SimSwap
simple-edge-discovery 2.0.0 - 1.0.0 SimpleEdgeDiscovery

device-swap 1.0.0 0.2.0 - DeviceSwap



https://camaraproject.org/
https://github.com/camaraproject

Use cases — Open-source

e Quality on Demand (QoD) based on the free5GC project

* External applications can request on-demand QoS adjustments
according to their immediate needs

* Implementation using the Go language and RESTful API
* We integrated and updated the functions: PCF, SMF, and UPF

NEF (APl QoD)
Tenants ‘ CAMARA PCF SMF UPF UE
API REST (/net/qod)
-------------- P :)I.iczlso.n;cr.ol. Policy
Association

------ Policy

Modification
------

Deploy
-------

response
llllllllllllllllllllllllllllllllllllllllllll

https://github.com/camaraproject/QualityOnDemand/blob/r3.2/code/API_definitions/quality-on-demand.yaml|
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Use cases — Open-source

EndPoint request /qod/v1/sessions EndPoint response /qod/v1/sessions

{
c "device": {
"phoneNumber": "123456789",
"device": { "networkAccessIdentifier": "12345678%@domain.com",
“networkAccessIdentifier”: "123456789@domain.com" "ipv6Address": "2001:db8:85a3:8d3:1319:8a2e:370:7344"
bg e
“applicationServer": { "applicationServer": {
"ipv4Address": "192.168.0.1/24", o e B
"ipv6Address”: "2001:db8:85a3:8d3:1319:8a2e:370:73" }'ﬁvaAddresy':'?B@l:th:BSaB:8d3:1319:832e:3?@:?344”
'
b "devicePorts": {
"devicePorts": {
"ranges": [ },
{ "qosProfile": "QCI_1_voice",
"from": @, "webhook": {
"to": 6000 Tee
T
? "sessionId": "3fa85f64-5717-4562-b3fc-2c963f66afab"
] "duration": 86400,
}i "startedAt": 16394796080,
“duration": 86400, "expiresAt": 1639566000,
"gosProfile": "QCI_1_voice" J "qosStatus": "REQUESTED",
1 "messages": |[



Use cases — Brazilian operator

* Brazil is one of the pioneers in the use of Open Gateway APlIs

-
MID HIGH
API'S DEPLOYED (158) ~
Markets Channel Partner Provider APl Name Auth Flows Version Certified
E Brazil Infobip Clare (America Movil) Number Verification - Phone number verify AC 0.31 GSMA AFI Certified

=3 razi Infobip Claro {America Mavil) Mumber Verification - Phone number share AC 0.31
E=3 prazil Infobip Claro (America Movil) SIM Swap - Check cc 0.40

E Brazil Infobip Claro (America Movil) SIM Swap - Retrieve Date cC 0.4.0 GSMA AP Certifiad



Use cases — Brazilian operator

Base URL  https://

cURL Request v

* We tested APIs available for
a Brazilian operator D
—-url m

* Number Verification & —-header 'accept: application/json' \

——-header 'authorization: Bearer w@d+1ywQnSeEGxgl

Y SIM S ——-header 'content-type: application/json' \
wap .

—--data

e Device Location s retd": {

"msisdn": "123456789"
10 I,

* Fintech companies are very ]

12 "latitude": 50.735851,

interested in these services s

to prevent fraud 16

* The services are still in a
testing phase, with many 200 @D -
opportunities for
Improvement

oag®ed by mock operator.
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