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Experimental environments  MIninet g C@
Testbeds, Emulators, Simulators? Mininet-WiFT SMAH

Emulator for Software-Defined Wireless Networks

# Define 66 Topology Script
topo = Topology ()

# Add Nodes
ve = topo.add_host('UE_1")
upf = topo.add_switch('UPF_Core')

# Add Link with 6G Impairments
topo.add_link(ue, upf,
bw="16066" ,
delay='1ms"',

jitter='0.1ms')

How can we create more realistic network scenarios exploring the
programmable capabilities of modern switch architectures?

Using P7! The P4 Programmable Patch Panel.



Background QGQ

Programming Protocol-independent Packet Processors SMARTNESS

Traditional Switch Programmable Switch

This is precisely how you must Switch OS

V4
process packets

actions ( mm:mmm ‘M’_ot::cu INT_LEN|
modify field(int header.sw_id, s :
i @XPOXt_guene_latency; tee ;
c_net. e

timedelta) 7

- add_to_field(tcp.dataoffses, 2);
add_to_field(ipvd.totallen, 8);
from,

Programmable Switch
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P7: P4 Programmable Patch Panel e
High-fidelity Network Emulation

SMARTNESS

P4 Programmable Patch Panel (P7): An Instant 100G
Emulated Network on Your Tofino-based Pizza Box

A / \ Fabricio Rodniguez Francisco Germano Vogt Ariel Goes De Castro

Usnitversity of Camguenas (Usscamp) Urevesety of Campins (Unicamp) Federal University of l'sempa (Uniparspa)
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ABSTRACT

Altermatives to run high-Gdelity network expenments ase
traditionally baed on vietual snd emulation-basod environ
mentx (¢g. Mininet). Whale extremely usefial for teackang
arch practices. existing expersmental
plats e ly Limited to spewds of
10Ghpx and weller from perfocmunce- fidelty trade-offs 2
well ax inherent sealdbility traints. With the prog

bility that P4 brangs to networking sescarchers amd the ca-
pabilities of new generation P4 hardware sapporting the
PSA (Portable Switch Aschatectore) smd TNA (Toline Na-
tive Architectare) it is poasible o realine packe? peocessing
pipeline that emulate certain network link characteristos
and mstantiale 2 netwoek topelogy 10 run line-sate traffic w.
ing & vizgle piyvical P4 awstch (ey . Tofino) This is the zuan
contrbution of the P7 (P4 Programeable Patch Pancl) emula-
tor. In tha demonstration, we show how to geserate different
network topologios statmy from a vingle Enk to more com
plex metwork scenazios featering various devices and pathe
including diffesent link charadterntics (eg. htency, jitter.
packet Josa, bandwidth) and 100G 1raffic capacitacs

1 INTRODUCTION

With incressangly powerful and conplex networkssy envi
roamenls being worked out by the industry and acaders re-
search efforts, notably fucled laely by ot work programma
bility advasces (e.y. P4 [1]) the demand for experunental

validatsons before actual depl Becomes
Accwable and affordable swer-frendly tesbeds provideey
line-rate and high Glclty performumnce for evaluation pur-
puses are tricky to achicve. Rewarchers’ budgets are com
moealy limited and largely impact the quantity and quality of
networking devices. In s sormarss, prepasing an rusmmg
P nlx are ly limited 1o small-scale envaron.
mentx (eg ., speals, number of devicex, complexity), emube
tionvirtuslistion enviconments fe.g, Mininet [5], Masmnel-
WiFi |3]) or sessulation-hased approaches. At the end, well
known trade-ofls of setworking expersmenttion bhat the
ch roadep amd 3, spects such

¥ ¥

Christian Rothenberg

Unmeeetry of Campenax (Lnicaap)

N
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Figare 1: P7 pt and P4 pipel

L

as realivm, Sexibilty, scalability, snd customizability of the
expermments. amony, othens
Ies thax demmo, we presest P (P4 Prugrammuable Pasch
Panel)’ as 2 hagh-ead yet affordable netwock esulatson pha-
forss that overcusues shortcomungs from traditional 10tbed
approsches. P7 expluits the capubilties of P4-capable hanl
ware %o provade realistic emmdation of network topalogies us
iny peogrammuble hardware pipeline features such s packet
latiorn, port conligs maicheaction table ab

straction, sloay asimple path routing solution. Funtbermore,
the user'experimenter can conned physacal seevers 1o imect
custom traflic flows fe.g PCAP-lusad or Tofino-based) to
the exmdated networking soesurm {see Fygure 1) Re-playisg
limk perfoemuance beluvior baved cn real traces data sets (e
56 access Enks) is alvo on the P7 roadmap

Our P7 efforts adbere 10 relaind work on netwoek emuls
tice platforms such s (5], [4] (6] s [2] The katter is chosest
10 P7 by sbo esplodmg P4 programemable infrastrocture s
including comtrol plane suppeet in thar sope.

2 P7 ARCHITECTURE & DEMO
With a doxgn thaet p pliaty, P7 o an Band
Tused ermadation testbed that aliows users %o define » target
network topokgy with annotated knk metnicx in 2 user
friendly manner The wser experience x very msuch similar o
cfining topalogies oz the popelar Mininet crmdstor [5)
From the wer-defined lopology, P7 autogencrates all the
neceasary filex feg., P4 code, tables infocmution, chassis con

figeratzon) 1o transfores 2 P4 hardwoee devace into a P4 Pro-
prammmble Putch Pund capable of realntically envalating
dafferent sormarion

TPublic anadable & Mrpe. gthad coms latig- snbcasp pT

Source: P7 SIGCOMM Demo, 2022



P7: P4 Programmable Patch Panel @Q

SMARTNESS
P7 is a high-fidelity 100G traffic network
emulation, including various link
characteristics such as latency, jitter,
packet loss, and bandwidth, as well as the Everything
6@ option to customize network topologies. implemented in a
—~ — single P4 switch




Link Emulation

(42

P4/TNA implementation approaches SMARTNESS

Link Connectivity

Intern Recirculation + internal Tag

Latency [ms]

Internal timer + recirculation
TM + Pipelines recirculation

Jitter [ms]

Hash to determine recirculation times
Lookup table with mathematical functions

This are the
available link
metrics and
how were
implemented

Packet loss [%]

Random function to determine packets discard probability
Realistic packet loss model

Bandwidth

Rate limit TNA TM feature
Port configuration and shaping

12



Link Emulation

P4/TNA implementation approaches

(4

SMARTNP‘“

Link Connectivity

Intern Recirculation + internal Tag

Latency [ms]

Internal timer + recirculation
TM + Pipelines recirculation

Limitation
° Switches are treated as a
simple forwarding nodes
without instantiate a
custom P4 code
Solution
° Allocate a dedicated pipe
for user-defined P4 code
and incorporate it into
each emulated nod

Jitter [ms]

Hash to determine recirculation times
Lookup table with mathematical functions

Packet loss [%]

Random function to determine packets discard probability
Realistic packet loss model

Bandwidth

Rate limit TNA TM feature
Port configuration and shaping

13



P7 Multiple Pipelines Design QGQ

SMARTNESS

H1 — PP e —— a.. H2
: h = Ingress | a § Egress :
228 O Main packet 5 s O
: O : : ;
P7 PO = pipe | 4 vV | pipe | L? Port E ouT
IN i‘::::::::::::::::;:::::::::::::::::::::::::::::::::"'" Sl Port
Port E Pl ) = :
: n Ingress | & A Egress n P1
Loopback packet Rec
(@)] pipe vV Traffi Vv pipe (@) Port
Rec ramec
Port E Manager L

Original packet + P7 header

We propose a solution where a dedicated

pipe runs the P7 P4 code, and a separate We send the packet in the P7 pipe (P0)
6@ pipe runs the user-defined P4 code to the pipe where the user-defined P4
~ _— code is running (P1) using

- LTUTI1
14




P7 Architecture N
=
SMARTNESS

P7 Topology P

opology |:
definition GSuppOtrtd

ggrirs”: The user defines the topology and sets a
User P4 Running custom P4 code. SN
code input SDE .
--------- RT “\ .
i | Parse User Mod User ’ ’ Bl codes | -
I P4 Code P4 code N : e
% S User.P4.Codeift L
. SRRy . ' bf-SDE
. | P7 . Run Switch | -
dijkstra i | P4code o | 2 Pipelines

bfrt Ports —} s Configure :iE
el Ports : *
% I I Controller files: © : :t
. .o : bfrt

=y ¢« v - -

g % % v 4_ Topology ||| Send Table |:

Graph |- % i
p D Information .




P7 Architecture

i i
- opology |:
.| definition |- Support
- : Generated
: : Compile
-| UserP4 (- Running
-| code input |- SDE
......... RT
Parse User Mod User " :
P4 Code P4 code : RGeS :
......................................................... User P4 Codei  —
............ . ' bf-SDE
" | | P7 Run Switch |
dijkstra i | P4 code 2 Pipelines
bfrt Ports Bl Borts : *
..................... Controller files: | :t
; : . bfrt
=y ¢« v -
" % % " 4_ Topology . | Send Table |:
W‘ Graph . | Information
P7 Run P7

PA

L.

P7 processes the data and generates the
necessary files:

P7 P4 code

User P4 code
Tables information
Ports configuration




P7 Architecture N
=
SMARTNESS

P7 Topol InpuE
opology |:
definition Support
Generated
Compile
User P4 Running
code input SDE
......... RT
ey + [ COMPIlE
; Parse User Mod User =
P4 Code P4 code : B cobes
.......................................... User P4 Code: | : « bESDE The user needs to compile both P4 codes @-@
dijkstra | P7 : E Run Switch E \\ -
~ | P4 code . .| 2 Pipelines |: ~
bf t Ports ——} ' Configure |:* .
' e Ports : * -~
S Controller files; © :t
: . . bfrt
=y ¢« v - -
i % % v 4_ Topology ||| Send Table |:
Graph |7 i
p : 7+ | Information )




P7 Architecture

-| P7 Topology |- InpUL
definition . Support
Generated
Compile
User P4 Running
code input SDE
......... RT
-1 | Parse User Mod User | - > odcodes | :
:g P4 Code P4 code - .
L User.P4 Code: |: """  —
. I === v ' bf-SDE
. | | P7 . Run Switch
dijkstra | P4 code . | 2 Pipelines
bfrt Ports —b X" ConnigHic . :
- Ports *
..................... Controller files; © | '—:t
I bfrt
=y ¢« v
" % % " 4_ Topology Send Table
Graph i
p Information

Run P7

2\

L.

Finally, the user can run the switch with
both P4 codes and send the tables and
ports configuration using the bfrt.

A



Example of P7 topology QGQ

SMARTNESS

19



Example of P7 topology QGQ

SMARTNESS

How can we inject traffic in this topology to explore at 100Gb/s?

20



Example of P7 topology Q(:Q

SMARTNESS

How can we inject traffic in this topology to explore at 100Gb/s?

Turning our own switch into a High-Performance parameterizable
traffic generator: PIPO-TG




PIPO-TG: Programmable HW Traffic Generation

Problem, Challenges, State-of-art

How we can reproduce
traffic patterns?

How inject this traffic
into the network?

Network Testing

(42N

SMARTNESS

22



PIPO-TG: Programmable HW Traffic Generation
Problem, Challenges, State-of-art

How we can reproduce
traffic patterns?

How inject this traffic
into the network?

Network Testing

Software:

- Iperf

- TCP Replay
- TRex

(42N

SMARTNESS

23



PIPO-TG: Programmable HW Traffic Generation
Problem, Challenges, State-of-art

(42N

SMARTNESS
How we can reproduce
traffic patterns?
How inject this traffic
into the network?
Network Testing
Software:
- Iperf
- TCP Replay
- TRex
However...
- Performance
24

- Inaccuracy



PIPO-TG: Programmable HW Traffic Generation
Problem, Challenges, State-of-art

(42N

SMARTNESS
How we can reproduce
traffic patterns?
How inject this traffic
into the network?
Network Testing
Software: Hardware:
- lperf - FPGA-based
- TCP Replay - ConnectX-5
- TRex
However...
- Performance
25

- Inaccuracy



PIPO-TG: Programmable HW Traffic Generation

(42N

Problem, Challenges, State-of-art SMARTNESS
How we can reproduce
traffic patterns?
How inject this traffic
into the network?
Network Testing

Software: Hardware:

- lperf - FPGA-based

- TCP Replay - ConnectX-5

- TRex

However... However...

- Performance - Scalability and

26

- Inaccuracy Cost
1 1
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PIPO-TG: Programmable HW Traffic Generation QGQ
Problem, Challenges, State-of-art SMARTNESS

PATG: 1 Tb/s Traffic Generation for
How we can reproduce Ethernet/IP Networks

traffic patterns?

STEFFEN LINDNER", MARCO HABERLE ", (Graduate Student Member, IEEE),
AND MICHAEL MENTH", (Senior Member, IEEE)

How inject this traffic HyperTest'er: High-Performance Network Testing
into the network? Driven by Programmable Switches

Dai Zhang@ﬁ Yu Zhou®, Zhaowei Xi®, Yangyang Wnng'a. Mingwei Xu®, Senior Member, IEEE,
and Jianping Wu, Fellow, IEEE

27

Network Testing
Software: Hardware:
- lperf - FPGA-based
- TCP Replay - ConnectX-5
- TRex
However... However...
- Performance - Scalability and
- Inaccuracy Cost

" of S S



PIPO-TG: Programmable HW Traffic Generation QGQ
Problem, Challenges, State-of-art SMARTNESS

PATG: 1 Tb/s Traffic Generation for X .
How we can reproduce  Etherpet/IP Networks Limitations:

i . o] ey
trafflc patterns - STEFFEN LINDNER", MARCO HABERLE ", (Graduate Student Member, IEEE), — F I-eX I b | I-lty

AND MICHAEL MENTH", (Senior Member, IEEE)
- Server dependency

How inject this traffic HyperTgsger: High-Performance Network Testing  _ ot o pen-source
into the network?  Pren Poemmmbleswidhes o traffic
i i Satterns
Network Testing
Software: Hardware:
- lperf - FPGA-based
- TCP Replay - ConnectX-5
- TRex
However... However...
- Performance - Scalability and
- Inaccuracy Cost 28
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PIPO-TG: Programmable HW Traffic Generation QQQ
Problem, Challenges, State-of-art SMARTNESS

PATG: 1 Tb/s Traffic Generation for X .
How we can reproduce  Etherpet/IP Networks Limitations:

traffic patterns? STEFFEN LINDNER®, WARCO HABERLES, (craduste student ember ez, = |- LE X1 DT LIy
AND MICHAEL MENTH®, (Senior Member, IEEE) ~ Server depen dency
How inject this traffic  Hiprfoter Heh Pefrmance ok Ttioe - — ot open-source
into the network? . gw wort s e, = LiMNited traffic
o patterns
Network Testing
How can we combine the hardware and software
generation benefits?
Software: Hardware:
- lperf - FPGA-based
- TCP Replay - ConnectX-5
- TRex
However... However...
- Performance - Scalability and
- Inaccuracy Cost 29
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PIPO-TG: Programmable HW Traffic Generation QQQ
Problem, Challenges, State-of-art SMARTNESS

PATG: 1 Tb/s Traffic Generation for X .
How we can reproduce  Etherpet/IP Networks Limitations:

H e d o] o
trafflc patterns : STEFFEN LINDNER", Mg\ll(co HABERLE;“', (Grad)uate Student Member, IEEE), ~ FI.eX| b| |.|ty
AND MICHAEL MENTH", (Senior Member, IEEE
- Server dependency
How inject this traffic HyperTest'er: High-Performance Network Testing - not Open -source
into the network? Driven by Programmable Switches L. .
n ° Dai Zhang®, Yu zhou'i'-\.zhaowei1 "xdi'\;i:1 :ﬁ:g!wa\gl?s“’g;:wm Xu®, Senior Member; IEEE, - l,l m Ited traffIC
patterns
Network Testing
How can we combine the hardware and software
generation benefits?
Software: Hardware:
- Iperf - FPGA-based PIPO-TG: Parametrizable
- TCP Replay - ConnectX-5 High-Performance Traffic Generator
- TRex
However... However...
- Performance - Scalability and
- Inaccuracy Cost 30
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PIPO-TG: Programmable HW Traffic Generation

High-performance flexible traffic generation using a P4/Tofino Switch

myTG = PipoGenerator()
myTG.addGenerationPort(68)
myTG.addOutputPort(5, 160,

"100G" )

myTG.addTroughput (max=500, min=106, interval=4)

myTG.addTroughput(max=500, min=100, interval=8)

myTG.addIP(ip src="192.168.1.10", ip dst="192.168.2.20")

myTG.generate()

: :
! PIPO-TG |!
| traffic !

! definition : '
: '
! User P4 .

i code
\| (optional) E

..........

PIPO-TG Running on
Tofino Switch

Preprocessing
module

..........

Processing
module

Generate E
table
entries |,

1

, Generate
1 port config

N - (]
! Parser |,
! user traffic |
' definition |!

L)

Execution
module

| Generate
!/ PIPO-TG
: P4 code

tsooooorooToooooooo
_________ -
1
PIPO-TG  Runtime
P4 code file

Generate |,
runtime file |
1

Table

s Port Config onbios

Generated
iles

PIPO-TG

#instatiate the traffic generator
#define the generation port

#physical port, port ID(D P), portBW

#courve (a) - 4 seconds

#courve (a) - 8 seconds

#set teh IP headers source and destination address

#start traffic generation

(42N

SMARTNESS

31



PIPO-TG: Programmable HW Traffic Generation

High-performance flexible traffic generation using a P4/Tofino Switch

myTG = PipoGenerator()

myTG.addGenerationPort(68)

myTG.addOutputPort(5, 160, "100G")

myTG.addTroughput (max=500, min=100, interval=4)
myTG.addTroughput(max=500, min=100, interval=8)
myTG.addIP(ip src="192.168.1.10", ip dst="192.168.2.20")
myTG.generate()

: :
! PIPO-TG |!
traffic |!

1

! definition ;
; g
! User P4 .

i code
\| (optional) E

..........

PIPO-TG Running on
Tofino Switch

Preprocessing
module

..........

Processing
module

Generate E
table
entries |,

1

, Generate
1 port config

' ]
! Parser |,
! user traffic |
' definition |!

L)

| Generate
!/ PIPO-TG
: P4 code

tsooooooToToooooow A
_________ -
1
PIPO-TG  Runtime
P4 code file

Generate |,
runtime file |
1

Table

s Port Config ontiics

Generated
iles

PIPO-TG

#instatiate the traffic generator

#define the generation port

#physical port, port ID(D P), portBw

#courve (a) - 4 seconds

#courve (a) - 8 seconds

#set teh IP headers source and destination address

#start traffic generation

(42N

SMARTNESS
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myTG = PipoGenerator()

myTG.addGenerationPort(68)

myTG.addOutputPort(5, 160, "100G")

myTG.addTroughput (max=500, min=100, interval=4)
myTG.addTroughput(max=500, min=100, interval=8)
myTG.addIP(ip src="192.168.1.10", ip dst="192.168.2.20")
myTG.generate()

H '
!| PIPO-TG ||
traffic !

1

; definition
; ’
! User P4 .

code
\| (optional) E

..........

PIPO-TG Running on
Tofino Switch

Preprocessing
module

..........

Processing
module

Generate E
table
entries |,

1

, Generate
1 port config

Execution
module

| Generate
!/ PIPO-TG
: P4 code

tsooooooToToooooow A
......... A L SETasE
N 1
! :
, PIPO-TG Runtime
, P4 code file

Generate |,
runtime file |
1

Table

sPon Config ontics !

Generated
files

#instatiate the traffic generator

#define the generation port

#physical port, port ID(D P), portBw

#courve (a) - 4 seconds

#courve (a) - 8 seconds

#set teh IP headers source and destination address

#start traffic generation

500

Z 450

[=9)

£ 400

2 350

= 300

2 250

% 200

2 150

= 100

a1 -
0 5

PIPO-TG

100 15 20 25 30 35 40
Time (seconds)

(b) 8-second square wave shape.

Throughput (Mbps)

500
450

350

300 ¢

250

150
100

PIPO-TG: Programmable HW Traffic Generation

High-performance flexible traffic generation using a P4/Tofino Switch

(42N

SMARTNESS

0

5

10

1S 20 25 30 35 40

Time (seconds)

(a) 4-second square wave shape.
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PIPO-TG: Programmable HW Traffic Generation ﬁﬁ:ﬁ

High-performance flexible traffic generation using a P4/Tofino Switch

myTG = PipoGenerator()
myTG.addGenerationPort(68)
myTG.addOutputPort(5, 1660, "100G")
myGenerator.addIP(ip dst = "10.0.0.2")

myTG.addVariance([10000, 90000], [8, 2])
myTG.generate()

Processing
module

...................

. ' <
!l PIPO-TG ! Frapromnasvd | Generate | Generate !
' traffic | B :portconﬁg table |1
1| definition ! Parser |, ¥ entries
' : ! user traffic | —>! .
' %7 :
|| UserPa | definition 1 | Generate | o o
| code | reemmmeees ! \| PIPO-TG | ime file '
\| (optional) | P4 code '
(IS lerroeroeyTeoseoy L
_________ Lo
N '
P ' :
Q Output | PIPO-TG  Runtime !
AN, v/ | Pdcode  file .
1
H i " '
1
PIPO-TG Running on iPort Config T2ble s
Tofino Switch 5 entries
___________________

Generated
module files

PIPO-TG

SMARTNESS

#instatiate the traffic generator
#define the generation port
#physical port, port ID(D P), portBW
#set IP header with destination address

#([Throughputs], [Intervals])
#start traffic generation

100 S T ———

g g0} 1 [ ( N
<)

5 60]

o,

£ W {4
S 20 } L

S .

g \

3 5 10 13 20 25 30 35 4
Time (seconds)
34



PIPO-TG: Programmable HW Traffic Generation @Q

High-performance flexible traffic generation using a P4/Tofino Switch

SMARTNESS

myTG = PipoGenerator() #instatiate the traffic generator
myTG.addGenerationPort(68) #define the generation port
myTG.addOutputPort(5, 160, "100G") #physical port, port ID(D P), portBw
myTG.addThroughput (10000, "meter") #define throughput(Mbps) and the type(port shaping or meter)
myTG.addIP(src="192.168.1.0", srcRandom = True, srcMask = 24, dst="192.168.2.2")
myTG.generate() #start traffic generation
50
2 st

. . . _ . mode : < . e

i P't':;.f'i;G é :.r.e?‘fl‘:;g;_isgl.n § P(i;n:or::g G'::;-::te i =z 40 : s -.Q. .; ;;':.: o‘.‘u ...0 20 l.. ‘. "o l " o:.;

P e F PR S I

i (o:t‘i’::gl) § --------- § P4 code “'"ﬁ"“ﬁ"’i ég 35 L = o

B >

/’\ Output g--l;l;’;)-'l-'(;- -R-u-n-ti-n:e- -i 30 k = h - s

& s 0 50 100 150 200 250

PI;?;;(:OR;::;::: on h gPort Config e’;atrhi:s ; IP Addresses
Gerf\itlaer:ted 35

PIPO-TG



PIPO-TG: Programmable HW Traffic Generation @Q

High-performance flexible traffic generation using a P4/Tofino Switch

myTG = PipoGenerator() #1ine
myTG.addGenerationPort(68) #def
myTG.addOutputPort(5, 160, "100G") #ph
myTG.addThroughput (10000, "meter") #define thr
myTG.addIP(src="192.168.1.0", srcRandom = True, srcMasl
myTG.generate() #ste

i :
i | PIPO-TG Runtime !
i} P4code file '

1
Table .

PIPO-TG Running on ;
entries

Tofino Switch

oy
i !Port Config

en
module files
PIPO-TG

SMARTNESS

Main Features:

Packet crafting;

Throughput pattern definition;
Common protocols;

Custom protocols;

Packet size definition and distribution;
Workload Assay.

User P4 code support

36



PIPO-TG: Programmable HW Traffic Generation

High-performance flexible traffic generation using a P4/Tofino Switch

(42N

SMARTNESS
myTG = PipoGenerator() #ine
myTG.addGenerationPort(68) #def
myTG.addOutputPort(5, 160, "100G") #phy Main Features:
myTG.addThroughput (10000, "meter") #define thre P Packet Cra-ﬁ:ing-
myTG.addIP(src="192.168.1.0", srcRandom = True, srcMas} ’ o el .
myTG.generate () :<r. ® Throughput pattern definition;
e Common protocols;
J - Niiontanras ~ratan~nal~e
And if we need advanced features like TCP connections and n;
-~  reproduce real packet traces?
* = ' mc ;érgf;;';*gfe — S e A A S
(optional) P4 code ;fruntimefil
""""" . e
‘ utpu compil- PIPO-TG  Runtime
E:_!_s_:_s_zf.t_l‘_/mﬁ ‘ —
Gerf!i?;:ted 37

PIPO-TG



PIPO-TG: Programmable HW Traffic Generation @A

High-performance flexible traffic generation using a P4/Tofino Switch

SMARTNESS

myTG = PipoGenerator()
myTG.addGenerationPort(68)
myTG.addOutputPort(5, 1660, "100G")

H W

Main Features:

myTG.addThroughput (10000, "meter") #define thre ® Packet Crafting-
myTG.addIP(src="192.168.1.0", srcRandom = True, srcMasl ’ e e .
myTG_generate() #5t; ® Throughput pattern defIhItIOh,
e Common protocols;
. - Niiontarna ~Avrata~n~l~e
And if we need advanced features like TCP connections and n;
reproduce real packet traces?
EBRY. .Y - . T TSSTTTSeSeSeEEeTe

Nt

P4 Replay (P4R): our traffic generated designed to establish real
TCP connections and reproduce PCAPs using the P4 switch

i —__2—_
- ——— -

PIPO-TG Run
Tofino SWI

PIPO-TG



P4 Replay (P4R) QOQ

Operation modes SMARTNESS

Server/Client Server Client

|
2 |
: I

Client Mode: P4R can reproduce PCAPs or establish TCP connections
with a connected server.

Server Mode: P4R responds to TCP connections from connected clients.

Internal Mode: P4R can send packet traces or TCP connections to test
an user P4 code running in parallel, in another pipeline. 39



P4 Replay (P4R)

PAR capabilities

PCAP
Reproduction

(42N

SMARTNESS

40



P4 Replay (P4R) QGQ

PAR capabilities SMARTNESS
Original
Reproduction
-
PCAP >
Reproduction Throughput

Reproduction

41



P4 Replay (P4R) QGQ

P4R Capabllltles SMARTNESS
Original
Reproduction , o , ,
> - High accuracy in inter-packet arrival times
PCAP > - High throughput, reproducing the PCAP in a
Reproduction Throughput repetition mode up to 100 Gbps per-port

Reproduction

42



P4 Replay (P4R) QGQ

P4R Capabllltles SMARTNESS
Original
Reproduction , o , ,
> - High accuracy in inter-packet arrival times
PCAP > - High throughput, reproducing the PCAP in a
Reproduction Throughput repetition mode up to 100 Gbps per-port

Reproduction

Stateful

Connections /s



P4 Replay (P4R) QGQ

P4R Capabllltles SMARTNESS
Original
Reproduction , o , ,
> - High accuracy in inter-packet arrival times
PCAP > - High throughput, reproducing the PCAP in a
Reproduction Throughput repetition mode up to 100 Gbps per-port

Reproduction

Stateful

Connections
44



P4 Replay (P4R) QGQ

P4R Capabllltles SMARTNESS
Original
Reproduction , o : :
> - High accuracy in inter-packet arrival times
PCAP > - High throughput, reproducing the PCAP in a
Reproduction Throughput repetition mode up to 100 Gbps per-port
Reproduction Single Port
100 Gbps
Stateful

Connections 30 gy
Ps 45



P4 Replay (P4R) QGQ

P4R Capabllltles SMARTNESS
Original
Reproduction , o : :
> - High accuracy in inter-packet arrival times
PCAP > - High throughput, reproducing the PCAP in a
i repetition mode up to 100 Gbps per-port
Reproduction Throughp.ut g g g II?IIul iple Ports
Reproduction Single Port o5
100 Gbps 20 &
30 Gy
S P
—> —> o — ng
Stateful 30
. 30
Connections Gl e



P4 Replay (P4R) Q(:IQ

P4R Capabllltles SMARTNESS
Original
Reproduction , o , ,
> - High accuracy in inter-packet arrival times
PCAP > - High throughput, reproducing the PCAP in a
Reproduction Throughput repetition mode up to 100 Gbps per-port
Reproduction Single Port R’Iul 'pliports

Which packet traces can we reproduce?

= — o —
Stateful 20

Connections 30 gy
s 47



P4 Replay (P4R) QGQ

P4R Capabllltles SMARTNESS
Original
Reproduction , o , ,
> - High accuracy in inter-packet arrival times
PCAP > - High throughput, reproducing the PCAP in a
Reproduction Throughput repetition mode up to 100 Gbps Rlleri .olrt Port
Reproduction Single Port wHip i orts

Which packet traces can we reproduce?

20
Gh
S
—> — . cv° —> Ps
ST We can generate our own realistic traces using Packet Mancer!
Confrectrons "'Gbps g

%o bes



Use cases & Further Reading
(Selected) for 6G research

49



Time-fidelity Traffic Generation

Work-in-progress

Define ‘
Generate
Traffic Conﬂsufaﬂms Table Entries

User

User Block

TFTG Preprocessmg

R 4

Generate
TFTG P4
Code
4

Generate Port
Configurations

7 /

l

Tofino Traffic
Generation Unit

Template
Packets

Normal

Configure l

~

Tofino Pipeline

p

/

INPUT
PORTS

Traffic
Classifier

Traffic

Normal
Packets

W
J

>[]

/,_
{

[

Ingress Pipeline

2

Scheduling

TFTG Processing

N

Block

D 4

e (
Forwarding
-y Packet and !
Editor Replication
Engine
) @ ) &

7

\
Queue and
Priority

Management i

Drop

Normal Forwarding

/J

\k

[ Traffic )
Manager

5 Packet size
. Correction |

Pipeline
Change

\ o= /

/" Egress )
Plpelme

Measurement
Block

(42

SMARTNESS

-0

OUTPUT
PORTS

-]
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Example of PIPO-TG use case

Reproducing TSN delays with PIPO-TG

Real delay measurements from EU SNS

Deterministic6G project:
(www.github.com/DETERMINISTIC6G/deterministic6g_data)

<histogram>
<bin low="1500ns">3</bin>
<bin low="2000ns">13</bin>
<bin low="2500ns">20</bin>
<bin low="1000ns">0</bin>
</histogram>

Delay (ns)

Delay (ns)

1x107E
1x10% %
100000 %
10000 %

1000 Hz

100

20000

18000 -

16000

14000 -

12000 -

10000 -

8000

6000

4000

(42N

SMARTNESS

Generated delay

‘Desired delay = = =

(] ]
100 200 300
Packet number

o

Generated delay =
Desired delay s—

100 200 300 400 500 600 700 800 900 1000
Packet number

51



Example of P7 use case QGQ

Path-aware networking IN a Tofino BoX (PINT-BoX) SMARTNESS

6.0% 30.1 ms

o1

Path 1 Path 2 Path 3
Fig. 2. Loss and Latency measurements over different path
30 15(
55 F14(
=5 ’ F13(C
8 20
Qo
E Pathl Path2 Path3 F12¢
31s
1=
g L11(
S
< 101
i3 L 10(
5 —— Throughput (Mbps)
— TTLH2-> H1 [
=== TTL H1 -> H2
0 80
0 30 60 90 120 150 180

Time (s)



Example of P7 use case

In-network collision avoidance

(42

SMARTNESS
UAV Edge P4 router Remote API
Remote API functions (e.g.,
Collision avoidance
algorithm)
G;i ; —> Status
: — — » Remote informe
------ > Actions
CoppeliaSim Tofino Python
/ P7 53



» .

F. E. R. Cesen et al., "Harnessing P4 for
In-Network Unmanned Aerial Vehicle

Obstacle zane

Collision Avoidance," IEEE NetSoft 2025

-

A

40 [ 1]
Time Step

COPPELIA @ ROBOTICS P7 - Tofino Remote API (a) UAV path. (b) Collision detection.

- Fig. 6: In-network collision avoidance scenario.
. ’ - llne o 0 S .)... A .O. - .! l’q"? ""'{ - v ;
Sms- 00§ S -
10ms - 0083 5= 0
. 15ms - 00%

30ms- 005

o
o

n
3

ela
@
=3
3
@ ]
| | '
.... : -

2
3

-

v

3
O
&

Delay (ms)
(W) auoz a|3e35q0

Fig. 5: Collision avoidance algorithm + P7.

60ms~- 003

o
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90ms - 005

°
&
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Delay (ms)
w
o
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120ms -

(a) In-network control. (b) Remote API control.

0.0

Fig. 9: In-network vs. remote control. Velocity = 0.66m/s.
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F. E. R. Cesen et al., "Towards Low Latency

Industrial Robot Control in Programmable
Data Planes," IEEE NetSoft 2020

Stept (mm)

Delay (ms)
Delay (ms)

0.00 0.00
100 - 021 .

(6
SMARTNESS

Stept (mm)
20

=

40
25- as2 29.62
I . *

0

0.0
(a) Steps of 0.001 - 0.1 mm (b) Steps of 1 - 10 mm

Router

R

Remote API

>

——— Current position
— — » Forwarded Current position

——— Stop message

table tcp_exact

Threshold tcp_payload_match

Stop 55

------ » P4 Generated Stop message



Holographic-Type Communication (HTC) @Q
P7-based Experiment Testbed setup SMARTNESS

------------------------------------------------------------------------------------------------------------------------------- g
V \ GET Request CI) Q) o X E[f‘ 6(;/105)) QoE Rating
% — Core (_Q unity
Edge 1 = g Q1
: Packet Loss ‘ 0(',1 Q1
' ply Delay o'
v ;o
Point P swi 10
Clouds 0.1
10 Qs
%drc High PL 2(-)0 Q2




A. Teixeira et al. Assessing QoE in Edge-Delivered Holographic r\
Streaming with a Programmable Hardware Testbed. [ ]_l: ]
In IEEE NetSoft'25 demos. SMARTNESS

Key points
o Holographic video streaming QoE testbed
o Support for Point Cloud directly in the HMD
o Emulated topologies with P7

Customer BS MEC - Access Cloud - PoP DC Cloud DCs
Premises Edge Core 57



Volumetric media streaming QoS / QoE ﬁﬁ:ﬁ

Immersive Virtual Reality in HMD SMARTNESS

Assessing QoE in Edge-Delivered Holographic Streaming with a Programmable Hardware Testbed. In IEEE NetSoft’25 demos.



Volumetric media streaming QoS / QoE ﬁﬁ:ﬁ

Immersive Virtual Reality in HMD SMARTNESS

hQ&

Volumetric
Encoding

Qn%r

DRACO
MPEG V-PCC

Volumetric Decoding
Edge Component

Assessing QoE in Edge-Delivered Holographic Streaming with a Programmable Hardware Testbed. In IEEE NetSoft’25 demos.




Volumetric media streaming QoS / QoE
HW setup

TOFINO + P7 Meta Quest 3

Assessing QoE in Edge-Delivered Holographic Streaming with a Programmable Hardware Testbed. In IEEE




Volumetric media streaming QoS / QoE @Q

Immersive Virtual Reality in HMD SMARTNESS

Front Side Posterior

Assessing QoE in Edge-Delivered Holographic Streaming with a Programmable Hardware Testbed. In IEEE NetSoft’25 demos.




Future Directions ﬁﬁ:ﬁ

Work-in-progress SMARTNESS

e Improve performance:

o We are currently limited by the capacity of the Tofino recirculation port (used to emulate latency, jitter and
pipeline switching). We are studying the use of loopback ports and jumper cables to reduce the use of
recirculation ports.

e Precise measurements and traditional INT support:

o Currently, the P7 egress pipeline is not used for any function. Therefore, we studied the development of
traffic monitoring strategies in this block, improving the measurements offered to the user, and also
implementing INT monitoring natively.

e Packet Loss and Jitter models:

o Instead of defining a fixed % of packet losses or a fixed jitter variation, we are looking to implement some

packet loss and jitter models, as supported in Mininet.

e P7 for SmartNICs:
o We are implementing support for network topology emulation also on SmartNICs (Bluefield 2).
Next, we plan to integrate both solutions for a more complete emulation environment.
e Open RAN integration:
o Plans for application testing in Open RAN Brasil islands, other RNP testbeds?
e And more (incl. community / collaboration, etc):
o Distributed Al workloads, Emulation of LEO, satellite / aerial networking conditions 62


https://fapesp.br/cpe/home
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Thanks for your attention! QGQ

SMARTNESS

GitHub Repositories: Contact:

Christian Rothenberg
chesteve@unicamp.br
https://smartness2030.tech/

github.com/intrig-unicamp
github.com/smartness2030

65






Questions?
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What is SMARTNESS 20307 ﬁﬁ:@
CPE: FAPESP Engineering Research Center (ERC) SMARTNESS

» Co-Financed by the Sao Paulo Research Foundation (FAPESP).

« FAPESP is a solid and stable foundation, with budget of 1% of all state taxes
collection (3.5 Billion SEK in 2021).

« ERC is FAPESP’s top program for collaborative research with Industries.

« ERC premise: the execution of internationally competitive research in accordance with
global excellence benchmarks.

« There are currently more than 15 ERC in different technological areas, e.g., oil and
gas, biotechnology, agribusiness, energy, artificial intelligence, etc.

e SMARTNESS is the first ERC in the Telecom area

.JAPE SP https://fapesp.br/cpe



https://fapesp.br/cpe/home
https://fapesp.br/cpe/

SMARTNESS 2030

A networking-centric Engineering Research Center

(42

SMARTNESS

Mission

Cutting-edge research
in communication
networks and advanced
digital application
services.

Towards 6G.

Founders

Ericsson, UNICAMP,
USP and UFSCar.

Hub center at UNICAMP

Long-term investment

10 years.

56 MBRL (~120 MSEK)
1:1:2 — Ericsson: FAPESP:
UNICAMP.

50+ associated researchers

15+ university partners
120+ scholarships

:

History/ Status

2018-20 — Work on the Proposal
Feb/ 2021 — Prop. submission
May / 2022 — FAPESP approval
Dec / 2022 — Kick-off ceremony

April 2023 - Official start



Where is Smartness in the 6G E2E architecture? QGQ

Main scope SMARTNESS

-

>

. Access & Applications &
O Devices ,Q\ connectivity rQ\ cloud fQ\

3 T O
= R
Interface

o

|
uUn (i)

Devices Platform Network Infrastructure Cloud Infrastructure Application

Users

O

-7 0



About SMARTNESS (2023-2033) ﬁﬁ:@
Impact areas of the FAPESP Engineering Research Center (ERC)  gMARTNESS

SMARTNESS 2030

Industry Academia

| Open u o R I

j| Standards Research PR & Talent Building Sclentific I
(SW/Data) Education Publications

)




PUSH/PULL modes of operation ﬁﬁ:ﬂ
“Technology Push & Market Pull” like workflows SMARTNESS

. Academic Research Push: New research findings, ideas, trends, etc. from SMARTNESS pushed to Ericsson Research

. Ericsson Research Pull: New research contribution demands/opportunities from projects / standards brought to
SMARTNESS 2030 to shape ongoing Research Strands and/or create new ones.

Executive Committee
(EC)

Scientific & Technology
Advancements Board
(STAB)

. Technology Journeys

. Future Network Programs
. EU SNS JU Projects

. Standardization

. Open Source

. Etc.

International Advisory Board
(IAB)

Beyond State-of-the-Art



Management QGQ

Organization, Roles & Responsibilities SMARTNESS



Advancements | Areas ﬁﬁ:ﬁ

STAs SMARTNESS

-« CEC: Customized Edge Computing

Augmented | Industrial

CA: Cognitive Architectures Society |l Internet

& Machine Intelligence Future Applications
SMARTNESS 2030

Scientific & Technology Advancements

65 =

FCD: Fluid Control & Data planes

<>

S TRU: Trustworthiness (CEC) (CA) (FCD)
Customized Edge Cognitive Fluid Control &
l Computing J ‘ Architectures / \_ Data Planes
- SUS: Sustainability ‘ T — T —— o )
{. °;3 Trustworthiness Sustainability @ |


https://smartness2030.tech/scientific-and-technological-advancements/

Research Strands (RS) 7
From Apps/Services to STAs (and vice versa) SMARTNESS

@ ”
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Society Internet

Top-down .
Augmented [ Industrial

Society |l Internet

Future Applications

SMARTNESS 2030

Future Applications
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Research Strands (RS) - Day 1 QGQ

RS as organizational thrusts hosting WPs SMARTNESS

NEWTON - In Edge Network Industrial automation
Lead PI: Christian Rothenberg (Unicamp)
ER Receiver: Gergely Pongracz and Gyanesh P.

[CEC | [ cA | [FcD | [.sus | LTRu |

C3LA - Cognitive Closed Control Loops Architecture for Edge 1oV | Sy s(
Lead PI: Christian Rothenberg (Unicamp)
ER Receiver: Gyanesh P. and Szilveszter N Research
DEMIST - Distributed Edge Computing Swarm Intelligence
Lead PI: Luiz Bittencourt (Unicamp) Research
ER Receiver: Mattias Wildeman and Bjorn Skubic
DisCoNet - Distributed Computer Networking ——
Lead PI: Fabio Verdi (UFSCar) Strand 4 ~—~>
ER Receiver: Andrew Williams and Vinay Yadhav

ADVENTURE - Adaptive and Secure Net. Applications over the
Industrial Internet

Lead PI: Daniel Batista (USP) WPs ~18-24 month duration
ER Receiver: TBD

Scientific & Technology Advancements



Research Strands (RS) - Day 2 QGQ

RS as organizational thrusts hosting WPs SMARTNESS

[CEC] [ cA | [Fcp] [sus] [TRU |

[cCEc] | ca | [Fcp | [sus| [TRU|

Research Strand 1 )
WP1, WP2, ... WPI C) Research Strand n + 1 /

Driver Applications WP1, WP2, ... WPx O)’ 7
Research Strand 2

WP1, WP2, ... WPj
Driver Applications

Research Strand 3
WP1, WP2, ... WPk Research Strand n + 2 ) I

Driver Applications WP1, WP2, ... WPz

hS

WP, WPZ, . Wem ~)

Driver Applications Integrated Aggregation of Multidisciplinary

Use Case Scientific & Technology Advancements (STA)

Use Case ST 4
Beshaiic Scientific & Technology Advancements (STA) Pilots



