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Goal: to demonstrate the 
structural problem and the 

proposed solutions.



Bluetooth Protocol 
• Bluetooth Classic is used by devices that need high-data-rate

connections, such as headphones or speakers. As a result, it
requires more energy than other Bluetooth versions to transmit
larger data packets.

• It operates in the 2.4 GHz band.

• It has 79 channels and operates using frequency hopping. While
Bluetooth hops across multiple channels, each channel is divided
into time slots of 625 μs (1600 hops/sec). The master and the slave
alternate sending data.



Bluetooth Protocol 
• It uses Time Division Duplex (TDD), in which data transmission
occurs from one device to the other in one time slot, and vice versa.

• Bluetooth 2.0 did not have any real security functionality, and
version 2.1 introduced Secure Simple Pairing.



Bluetooth Protocol: 
Pairing methods

• LMP Pairing (PIN).



Bluetooth Protocol: 
Pairing methods

• Secure Simple Pairing.



Bluetooth Protocol: 
Pairing methods

• Secure Simple Pairing.

✓ Just Works

✓ Numeric comparison.

✓ Passkey entry.

✓ Out Of Band.



Bluetooth Protocol: 
Pairing methods

• Secure Simple Pairing:

numeric comparison.
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• Secure Simple Pairing:

PasskeyEntry



Bluetooth Protocol: 
Pairing methods

• Secure Simple Pairing:

Out of Band.
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Bluetooth Protocol: 
Pairing methods

• Secure Simple Pairing.



Bluetooth Low Energy: 

• Bluetooth Low Energy is an extension of the Bluetooth protocol created
with the purpose of providing a low-energy solution for control and
monitoring applications, also aimed at IoT applications.

• As such, it does not support high data rates compared to Bluetooth
Classic.

• It was initially specified with a focus on efficiency and low power
consumption, with security mechanisms introduced as optional.



Bluetooth Low Energy: 

• Battery consumption: it operates at lower energy levels, allowing
device batteries to have a longer lifespan. Much of BLE’s battery life
comes from its ability to remain in standby mode until a data transfer is
needed.

• Data transfer: BLE operates at a rate of 1 Mbps, while Bluetooth
Classic works with higher transmission rates. This aspect was
deprioritized in BLE due to the goals of the technology.



Bluetooth Low Energy:
Pairing methods 

Pairing involves the first phase of establishing a connection using BLE.
The process is divided into three phases:

1. The devices exchange pairing request and response messages,
communicating their capabilities and determining the pairing method.

2. Parameter exchange that results in the derivation of a temporary
encryption key (TK) for the connection.

3. The devices exchange random values and use them, along with the TK,
to generate the STK. The STK is used to distribute the LTK, IRK, and
CSRK.



Bluetooth Low Energy:
Pairing methods 

The second-stage pairing methods are defined according to the Bluetooth
protocol specification version, as either legacy pairing or secure
connections.

• Legacy pairing: the devices exchange a Temporary Key (TK) through
pairing methods defined as Just Works, Passkey Entry, or Out-of-Band.
They then use the TK to derive a Short-Term Key, which is used to
encrypt the connection.



Bluetooth Low Energy:
Pairing methods 

Legacy pairing methods:

• Just Works: sets the TK to a null or fixed value, compromising the
confidentiality of the communication and making it susceptible to
brute-force attacks, eavesdropping, and MITM (Man-in-the-Middle)
attacks.

• Passkey Entry: one of the devices generates and displays a six-digit
numeric TK that must be entered on the second device. Although it
provides a basic level of security, breaking this code through brute
force is relatively easy, allowing an attacker to use the TK to derive the
STK corresponding to the Bluetooth link.

• Out of Band: enables pairing and sending of the TK through an
external channel, using a wireless technology other than Bluetooth
(e.g., NFC, Near Field Communication).



Bluetooth Low Energy:
Pairing methods 

Secure Connections methods:

✓ LE Secure Connections uses the ECDH (Elliptic-curve Diffie–
Hellman) protocol to derive public and private keys, which are
exchanged to implement the Diffie–Hellman key agreement.
Afterwards, a pairing method is used to authenticate the connection,
and the long-term key (LTK) is generated directly to encrypt the
connection.

✓ The previously mentioned pairing methods are adopted by LE Secure
Connections, including a fourth variation called Numerical
Comparison. In this case, a six-digit number is displayed on both
devices, and the user must confirm whether the two numbers are
identical.



Hardware/Software 
limitations in IoT devices

Lack of security at the 
application layer



Bluetooth Low Energy: 
Vulnerabilities

The security risks to which Bluetooth devices and communication are
exposed can be summarized as follows:

➢ Eavesdropping (traffic interception)

➢ Impersonation and communication tampering attacks

➢ Replay attacks



Practical demonstration

Ubertooth One



Practical demonstration 
eavesdropping



Practical demonstration: eavesdropping



Practical demonstration: eavesdropping



Practical demonstration
Impersonation and replay



Practical demonstration: Impersonation and replay



Real-world scenario

Platform developed for industries, where the main devices communicated
via BLE. Vulnerabilities found:

• The central device was susceptible to impersonation and replay
attacks.

• Even with an already established connection to the legitimate
peripheral, creating a fake impersonated device caused the central to
connect to the falsified device.

• Replay attacks were not necessary, as the encryption and security
mechanisms implemented in the system relied on the BLE protocol
itself.



Proposed secure implementation model
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